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Tech-note about Security VITALERTER

A vital leap to quality patient care

SENSOR SECURITY

The sensor is using standard medical grade Wi-Fi module that use encryption in the highest security

standards according to the HIPAA NIST Special Publications 800-52 requirement.

ENCRYPTION

All traffic from the sensor to the cloud is encrypted and secured according to the HIPAA NIST Special

Publications 800-52 requirement.

CLOUD SECURITY STANDARD

Vitalerter is using a secure account in Microsoft Azure cloud. The account complies with the GDPR and
HIPAA Security Rule, which sets the standards for administrative, technical, and physical safeguards to

protect electronic PHI from unauthorized access, use, and disclosure.

REDUNDANCY & BACKUP

All data is stored in Azure big data storage blobs and Azure SQL services, and is backed-up every few
hours, and can always be recovered. Azure Storage stores multiple copies of data on different fault
domains, and, by default, will replicate data to a backup data center (the geo replication feature can be

turned off if desired).

STORAGE ENCRYPTION

All archived data is being encrypted. All data in encrypted in compliance with 45 CFR § 164.514(b) and

separately stores the identifying/encryption key in an Azure service that falls within BAA scope.
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VITALERTER

A vital leap to quality patient care

AUTHORIZATION

All services and data are only accessible by authorized personnel using unique, audited access controls.
The system is using a HIPAA compliant cloud active directory system to manage access control, so only

staff with relevant permission can access PHI data, limited to her permissions in the organization.

DATA ANONYMIZATION

Vitalerter stores only anonymized data, so developers of the system are unable to identify the patients.
In some nursing homes, developers may become aware of general non-identifying patient details,
specifically: age, gender and mobility level, but further identifying details are not stored.

Vitalerter uses the data for research and to improve the system, but for that we only use anonymized
and aggregate views of the data.

Ideally, the nursing home should inform patients in advance of any research use of their personal data,
but as the nursing home is sharing anonymized data they are not obligated to get consent from patients.
In some nursing homes, we ask for more information from the medical records of the patient. The
essential point is that as long as we are not in a position to associate the data-set with an identifiable
individual we are not required to get the patient's consent.

If at any point we should become aware of the patient's identity for research purposes, we should get

the patient's consent for using the data, but currently the system does not store any such data.

DISPOSAL

All data is permanently disposed of when no longer needed. All SQL Server data is disposed after 30

days. All big data is archived in encrypted storage and disposed after 2 years.
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